DATA PROTECTION

Suggested Brief Guidelines for Officers of BVB
· Do not hand out addresses and telephone numbers to third parties without permission – instead offer to relay a message to the person concerned
· Always use BCC when e-mailing out 
· Do not use confidential info (e.g. names) in an email header
· Only send out confidential info by email on a ‘need to know’ basis 
· Never send more than one piece of confidential info in an open email; if it is necessary to send more, send it via an encrypted attachment with a password. Send the password in a separate mail 
· All sensitive data (especially mailing lists) to be stored securely in a central location and password protected if stored electronically
· agreed shared password: 
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